
We all want to keep our kids safe from the nastiness that lurks out on the Internet. 
This article will show how to use Open DNS with any Operating System (MAC Windows 
Linux etc.) to help filter undesirable web content.  Simply put DNS (Domain Name 
System) translates IP address to an easy to remember hostname.  For example if you 
were to type “216.239.51.99” without the quotes into your web browser you will be 
directed to google.com. 

Previously I have written an article that introduces you to Open DNS and how to add it 
to your router.  I have attached that article to the end of this one for those of you 
that missed it. Here we will look a bit deeper into it and show you how to best use 
OpenDNS to your advantage.  There are a lot of web content filtering possibilities 
which include specific sites, specific content, and adult website filtering. 

 

The first thing you will want to do is sign up for a free account and download the 
OpenDNS Updater application.  OpenDNS will automatically detect your IP address and 
will prompt you to create a name and download the Updater application. 

 

http://www.opendns.com/�
http://www.opendns.com/
http://en.wikipedia.org/wiki/Domain_Name_System
http://en.wikipedia.org/wiki/Domain_Name_System


After signing up go to your Dashboard where you can start creating rules for filtering, 
manage your administrator settings, and add additional networks.  Basically your 
dashboard is where you will make all changes you need.  If you ever get stuck or have 
questions they also have a cool support system which includes a knowledge base and 
user forum. 

 



Lets take a look at filtering content.  From your dashboard click on Settings.  You will 
then be prompted to choose a basic filtering level from None to High.  This might be a 
good choice if you want to easily filter out several categories.  To view what the 
categories are in each level just click on View for a detailed look. 

 

This is an example of the detailed categories in the Low filter setting.  This helps you 
choose what types of content you want blocked. 

 



Here is a list of all the categories available to block through OpenDNS.  As you can see 
this service will work for your children as well as any user on your network and also 
for business. 

 



You can choose a filtering level and add customized domain filtering to it, or 
completely customize everything.  Probably one of the more publicized social sites 
you may want to block your child from is MySpace so I will use it as my example.  
Below the filtering levels you will see Manage individual domains.  This is where you 
can get more specific in what your filtering.  The two options are Never Block or 
Always Block. 

 

Just type in the address of the site to block and click on the Add Domain button.  You 
can then choose to just block the domain or better yet, block all of the categories in 
the sub-domain.  This means although you block myspace.com if you do not block the 
sub-domains within the user can access some of the content.  Any changes you make 
will take about 3 minutes to update. 

 



Once you have created all of your filters and a user tries to go to a blocked site they 
will get a message telling them it is blocked and why.  This is the standard message 
they will get. 

 

Another cool feature is the ability to customize the message the user sees.  You can 
customize it with say your company logo or a picture of yourself.  So if you child tries 
to go to a pornography site and they see a picture of their parent … well … that might 
urge them to never try that again!  This is an example of a custom message I made. 

 

You can also get statistic logs  which will show you what type of traffic was blocked 
and other stats to allow you to better filter content. 

 

OpenDNS is a great way to protect your kids from undesirable Internet content but 
that is not all.  Businesses can definitely use it in the workplace.  I personally use it to 
improve my Internet experience.  In future articles we will be covering a lot more on 
this incredible web service!  To get an idea of how popular, effective, and trusted 
OpenDNS is you can check out a list of their business customers. 

http://www.opendns.com/
http://www.opendns.com/customers/featured/


OpenDNS is an incredible alternative to your ISP DNS server.  Simply put DNS (Domain Name 
System) translates IP address to easy to remember hostname's. Not only will OpenDNS make 
your browsing faster, there are a lot of additional features provided by this free service.  

OpenDNS is free with no software to install.  It also has a bunch of features such as Phishing 
protection, Domain Blocking, Adult Site Blocking, Typo Correction, etc.  If you are behind a 
router the easiest way to ensure every computer on your home network is using OpenDNS is to 
add it to your Router.   

Open your web browser and go to your router's address.  Usually it is 192.168.1.1 type in the 
user name and password to access administrator settings.  For this example I am using a 
Linksys WRT54GS, yours maybe different but the entry is basically the same.  Under basic 
setup find your routers static DNS settings.  Type in 208.67.222.222 and 208.67.220.220 hit 
save and you’re done! 

 

I highly recommend trying OpenDNS.  I have been using it for over 6 months now, and in fact I 
forgot I was using it until I mistyped a URL and OpenDNS told me that I was accessing a shady 
site.   

http://www.opendns.com/
http://www.opendns.com/features/overview/

